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1. Return date

The return date for the questionnaire is Friday 4th September 2015

Please note that we will send out draft reports only two weeks after this date, so an authority

submitting data late will get its feedback delayed.

2. Our contact details

Should you have any problems or queries during the process please contact.

David Gerrard

Data Analyst, CIPFA

T: 020 7543 5763

E: david.gerrard@cipfa.org

Other members contact details: Please note that we include a members list containing the

details of the other organisations that have joined up so far. This provides members with

the opportunity to contact similar authorities and share ideas from the start of the exercise.

The members sheet is the last tab in the workbook.

3. Using this file

i) This is a normal Excel workbook:

• Please save this file to your computer.

• You may stop and start as you wish when completing the questionnaire, 

• however please remember to save the file every time you close it.

Welcome

Alarm CIPFA RISK MANAGEMENT BENCHMARKING CLUB 2015

Dual Purpose of File

Instructions

Alarm & CIPFA

This questionnaire has been designed to test your organisation's performance against the major 

risk management standards, expectations of inspection bodies and criteria that inform the risk 

management element of your annual governance statement.  When completed it should give an in-

depth picture of the maturity of risk management within your organisation and highlight strengths 

and weaknesses.

The benchmarking club is a collaboration between Alarm and CIPFA.  The question set is based on 

Alarm's National Performance Model for Risk Management in Public Services and developed by a 

steering group of club members.

This file has two functions.

• Firstly, it is designed to collect your answers and return the data to CIPFA.

• Secondly, to act as an improvement tool in its own right.  The evidence and actions sections 

enable you to use the file to track your progress and manage changes.
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• To help members move about the file we have included hyperlinks to move

• between sheets and a homepage to make navigation easier.

• Please see point 5 with regards to using the spell check facility.

ii) This file has two types of sheets:

• Notes/HOME/Guidance  - supporting sheets (coloured tabs)

• Leadership&Management … AddQ  - question sheets (grey tabs)

iii) We hope you will wish to use this file for your own purposes.  Please bear the following

in mind.

• Do not delete, swap or replace any of the original sheets.

• Feel free to hide/unhide sheets.

• Feel free to add new sheets for your own use, but note we will not examine them.

iv) The Home Page:

The home page provides the following functions:

1) The sheet has many hyperlinks to help you to navigate the file.

Both the buttons at the top, and the rows in the tables will link you to the relevant

parts of the file.

2) The sheet shows your current scores.

3) The sheet keeps track of the sections you have completed.

Green ticks will appear in the scoring table once all questions on a page have 

been completed.

4. Answering the questions

• We STRONGLY recommend printing out a copy of the guidance sheet and keeping

• this to hand when completing the questions.

• Please allow sufficient time to collate the information needed to answer the questions. 

Members tell us that it can take 4-7 hours preparation time.

• Members recommend that the exercise is either undertaken as a group activity or that

the completed questionnaire is validated by a group (e.g. risk champions, internal audit).

i) Please answer all questions

• The questions are scored and unanswered questions will score as 0.

ii) Drop down lists:

• To access the list, please double-click on "Select".

• A list will then appear, please then select your response.

iii) Scoring questions:

• All questions enable you to select a range

• of marks.

• The minimum score is always zero.

• The maximum score varies depending on

• the importance of the question.

• All questions in sheets Leadership&Management to Outcomes&Delivery are answered from 

a list.
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• Please read the guidance carefully to see how

• each question is scored.

• However, please do use common sense, especially where the scoring methodology is not

• perfectly in line with your own practices.

iv) Guidance & Scoring

• The guidance sheet gives both 'guidance' and 'scoring' advice for each question:

Guidance seeks to explain what the question means and why it is being asked.

Scoring gives specific advice for how to score that question.

vi) Difficult/Problem Questions

• Given the wide range of organisations taking part, the questions and guidance

• are unlikely to be a perfect match for everyone.  If a question is particularly

• problematic please either e-mail us, or make a comment on the text questions sheet, 

• question ii.

5. Evidence & Actions

i) Each question has two associated boxes labelled "Evidence" & "Action Required"

• These are primarily for your own use and are not mandatory.

• Alarm/CIPFA will review some of the evidence fields to help us validate the scoring.

• Alarm/CIPFA will not review the "Action Required" field at all.

ii) The evidence field has been supplied for the following reasons:

• To make the questionnaire a useful resource e.g. for producing the annual governance 

• statement or for providing evidence for audits.

• To help members answer the questions consistently.  In many cases the questions

• are scored based on your ability to evidence the relevant points.

iii) The action field has been supplied to help members record areas they wish to improve.

• All action fields that have been completed will be summarised in the "Action List" at 

• the end of the questionnaire.

• For this reason we suggest that you leave the action field blank rather than complete 

• with "none required" or similar.

• The action field can be printed prior to submission of the questionnaire as an aid 

to improvement planning 

iv) Spell Checking

• Excel's normal spell checking facility is disabled when sheets are locked.

• If you have macros enabled you can run the spell checker by pressing "F7".

• If you have macros disabled or you have been sent a copy of the questionnaire

• without macros you will not be able to use the spell check facility.  If this proves to

• be a problem for you please let us know and we will do our best to help.

6. Validation

• Members returns will be checked for completeness and that the response

• looks normal/sensible.  We will query members if the data appears unusual.

• High scoring and low scoring returns will be scrutinised.

• In such cases we will contact members to discuss the scoring.

• If the evidence section has been completed, it may not be necessary as this may

• help explain outliers.

Click on the "Home button, to go to the Home Page ---> Home
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No.
Max

Score

Scoring

1 10

Regular review of strategic and operational risk registers scores up 

to 5. To score additional points there must be evidence of regular 

reports on a wide range of risk issues to the Executive 

Team/Senior Leaders, followed by active engagement, debate and 

action taken. 

2 12

Scoring should be based on documented evidence of additional 

actions being identified, the potential effects assessed, action plans 

and progress with implementation. To score, the Executive 

Team/Senior Leaders should challenge progress and there needs to 

be progress with the implementation of all additional actions 

required.

Up to 6 points can be scored if the Executive Team/Senior Leaders 

regularly monitors the progress of mitigation actions within a 

strategic risk register, or similar and ensure that appropriate 

resources are available to implement identified mitigation actions.

Further points are scored if you can demonstrate that the 

Executive Team/Senior Leaders actively own and drive this 

monitoring.

3 10

There should be evidence that risk information is used to guide all 

major decision making. Ideally, the assessor should make a list of 

the most important decisions made within the year, and check if 

risk information was used. Risk information should take into 

account opportunities as well as downside risks. A score of 6 can 

be given if all major decisions were supported by risk information, 

which was formally documented.

For maximum scores, management should have risk information to 

aid decision making along the development path of major 

initiatives, not just at the final decision point. For example, if a 

major project is implemented, it is important that risk information 

should be available to guide 'go/no go' decisions at the strategic 

development phase, as well as the final stages of project 

development.

Does the Executive Team/Senior Leaders ensure that mitigating actions are implemented for significant risks where 

appropriate?

Does the Executive Team/Senior Leaders have a good understanding of and regularly review the key risks facing the 

organisation and their likely implications for service delivery?

GUIDANCE & SCORING

Click on the questions to return to the questionnaire

Significant risks to the achievement of key objectives or service delivery 

should be understood so as to aid decision making and to help ensure 

that they can be effectively managed.  Significant risks may be those 

that are assessed as 'high' or 'red' and reside within a corporate or 

strategic risk register.

Understanding of the risks should include their potential impact on 

objectives, the magnitude of the risk, the key controls to help prevent 

the risk or mitigate the consequences, etc.

Testing of understanding can be undertaken through interviews or other 

documentary evidence.

Guidance

Question

Risk treatment is the activity of selecting and implementing appropriate 

control measures to modify the risk. Other activities include terminating, 

transferring or tolerating the risk.  

Any system of risk treatment should provide efficient and effective 

internal controls. The efficiency of internal control relates to the cost of 

implementing the control compared to the risk reduction benefits 

achieved. Effectiveness is the degree to which the risk will be eliminated 

or reduced by the proposed control measures. 

Information about risks and evaluation of risks (against the 

organisation's risk criteria) should inform important decisions that 

commit them to action and expenditure, such as major investments, 

change programmes, entry into new business/service areas, etc. The 

information should be readily available to all those involved in the 

decision making process. Examples of risk information could be:

· Formal risk assessment

· Environmental Scanning (PESTLE, SWOT etc.)

· Internal Scanning 

· Brainstorming/workshops 

· Interviews and Surveys 

· Internal/External Audit Reports

· Review of performance indicators/KRIs

· Scenario planning 

Does the Executive Team/Senior Leaders have and use appropriate risk information  to guide all major decisions?                      

Home



4 12

Score up to 2 points for each of the elements listed below that are 

in place.

For an additional 2 points, there should be evidence of an annual 

review, approved by the Executive Team for a substantial majority 

of the elements listed below.  Up to a maximum of 12.

- Delivery against the objectives of the risk management 

framework 

- Overall effectiveness of controls

- Extent to which risk management framework meets the business 

needs of the organisation 

- Purpose of risk management 

- Risk management roles and responsibilities

- Risk Management Strategy, Policy and Procedures

- Risk Identification, Assessment Escalation.

- Systems of Internal Control/Mitigation

- Staffing Training and CPD

- Performance, Quality and Effectiveness

- Monitoring, Scrutiny and Review 

- Management information and reporting e.g. to Executive Team, 

Risk/Audit Committee.

5 10

Score  up to 2 points for each of the elements below.  Up to a 

maximum of 10.

- Providing strategic direction on the appropriate recognition of risk 

in decisions and setting risk appetite

- Ensuring key risks facing the organisation are properly assessed, 

managed, monitored and reported

- Planning for how the organisation will respond to 

risks/emergencies

- Ensuring that risk management delivers for the organisation 

through measurement

- Analysis of the effectiveness of the risk management framework

To what extent do senior leaders oversee the risk management culture and are these responsibilities reviewed annually?

(The remit of the Risk Manager is not part of this question).

Does the Executive Team/Senior Leaders conduct regular reviews of the effectiveness of the risk management framework, 

and does this include at least an annual review of the risk management policy  to ensure it remains appropriate and 

current?

The risk management framework includes, policies and procedures, 

systems and processes, tools and techniques, monitoring and reporting 

etc. These should be reviewed at least annually.  

The Executive Team/Senior Leaders should review these arrangements 

(probably using internal audit) to confirm that they remain effective or 

identify any changes.

A senior director and/or elected member should have overall 

responsibility for the Framework and for promoting risk management. 

Collective responsibility for risks (e.g. the board, a committee, etc.) is 

not recommended as it is likely to lead to no one looking after the 

particular risk.

                                                                                                                                                                                                                     

These points should focus on how risk management is being embedded 

and is changing the culture of the organisation, providing direction and 

delivering results.

Risk management must be embedded into the culture of the organisation 

and this will include mandate, leadership and commitment from the 

Board. It must translate risk strategy into tactical and operational 

objectives, and assign risk management responsibilities throughout the 

organisation. It should support accountability, performance 

measurement and reward, thus promoting operational efficiency at all 

levels. 

Achieving a good risk aware culture is ensured by establishing an 

appropriate risk architecture, strategy and protocols.



6 10

For up to 5 points, evidence is needed that Board Members / 

Elected Members and the Executive Team/Senior Leaders are 

challenging risk information and not accepting on blind trust.  

An additional 1 point  can be scored for each of the elements listed 

below and evidenced by active, regular reporting through 

management arrangements such as to an audit / risk committee, 

risk oversight committee or cabinet: 

- Risk appetite, tolerance and constraints

- Risk architecture and risk escalation procedures

- Risk aware culture currently in place

- Significant risks and key risk indicators

- Critical controls and control weaknesses

Evidence could include detailed minutes, amended risk registers, 

risk framework etc.

7 12

Score 2 points for each of the elements listed below that are 

included in the job description of the risk manager/function:

- Promoting the consistent use of risk management and ownership 

of risk at all levels within the organisation

- Building a risk aware culture including appropriate education and 

training

- Developing, implementing and reviewing the risk management 

- Ensures adequate resources are allocated to risk management

- Developing competence and maturity in risk management

- Reporting, escalating and providing assurance on risk 

management to senior management/Board

8 12

Score 1 point for each of the following elements, to a maximum of 

6. Scoring should be based on clear evidence;

 - Statement of Executive support written as a forward within the 

risk management policy.

- Executive Team/Audit Committee ‘call in’ protocol for officers 

failing to manage risks effectively.

- Members demonstrate support of well considered risk taking.

- Items on the organisations Internet/Intranet. 

- Recognition by members of the Executive Team of individuals 

who have made significant contributions to risk management.

- Executive Team members attending departmental risk meetings.

Score 1 point for each of the following elements, to a maximum of 

6. Scoring should be based on clear evidence of the management 

of risks associated with innovation and clear evidence of support 

from senior management;

- Empowering staff to innovate

- A positive culture for the successful delivery of opportunities and 

the realisation of benefits

- An environment where organisational learning is systemic and 

systematic

- A decision-making culture which embraces value added 

opportunities, and promotes and celebrates success

- An emphasis on developing the capability and capacity of the 

organisation to innovate and take well-managed risks

- Knowledge, experience and use of change management 

strategies

The style/culture of the organisation should encourage innovation and 

taking of opportunities. However, there should be a proper identification 

and assessment of the risks associated with the innovation, with 

appropriate management of those risks. 

The Executive Team should be perceived as encouraging innovation and 

giving adequate recognition for successes. Higher scoring is associated 

with clear added value.  

Risk management must be integrated into the culture of the organisation 

and this will include mandate, leadership and commitment from the 

Board Members / Elected Members, Trustees etc.

Mandate and commitment is critically important and it needs to be 

continuous and high-profile. Unless these are forthcoming, the risk 

management initiative will be unsuccessful. Keeping the risk 

management policy up to date demonstrates that risk management is a 

dynamic activity fully supported by the Board.

How well do Board Members/Elected Members and the Executive Team/Senior Leaders/Senior Leaders effectively challenge 

the risk analysis and evaluation?

Are the Executive Team/Senior Leaders, Board Members / Elected Members, Trustees, Ministers, etc. proactive in supporting 

and encouraging risk management, and does the leadership of the organisation encourage and support innovation through 

well managed risk taking?

Board Members/ Elected Members and the Executive Team/Senior 

Leaders should assure themselves that information on the performance 

of the risk management framework is both accurate and complete.  

This could be achieved through robust analysis and scrutiny of 

information provided.

The organisation should have a competent person to facilitate formal risk 

management commensurate with the size and complexity of the 

organisation. 

To what extent has the remit of the Risk Management function/Risk Manager been determined, including the provision of 

adequate resources to deliver a 'fit for purpose' risk management framework?



9 12

Score 2 points for each of the following elements listed below, 

evidenced within lessons learnt reviews.  

- What happened

- How and why the risk occurrence came about

- What action has been taken (if any) subsequent to the risk 

occurrence

- The likelihood of the risk occurrence happening again

- Any additional responses or steps to be taken

- Key learning points and who they need to be communicated to

10 40

Score 5 points for each of the following, where the policy:

- links the risk management policy to the organisation's objectives 

and other policies

- has been approved and is clearly owned by the Executive Team 

and Board Members / Elected Members (or equivalent)

- outlines the way in which conflicting interests are dealt with 

- outlines the organisation's commitment to the periodic review 

and verification of the risk management policy and framework, and 

its continual improvement

- articulates those responsible for implementing, maintaining, 

managing, escalating and overseeing risks across the organisation 

- outlines methodologies for managing risk and evidences that 

adequate resource has been provided 

Score an additional 2 points for each of the following, up to a 

maximum of 10, if:

- the findings of any benchmarking exercises are reported, action 

plans established and improvements included in policy updates

- the risk policy is actively communicated on a regular basis and 

available on the internet or intranet

- the intent of the policy is memorable and has been evidenced by  

feedback from managers 

- is a reasonable length and is in clear and understandable 

language      

- all of the above have been in place for more than three years and 

effective improvement can be demonstrated.

A risk policy does not necessarily need to be a separate document from 

the strategy. The policy may be the first part of a risk management 

policy and strategy document, where the strategy sets out how the 

organisation will go about implementing the policy. A clear and concise 

risk policy is important as part of embedding risk management. The main 

section of a risk policy is often 4-6 pages maximum, with a summary 

front page that is signed.  If the risk policy is not communicated, it will 

have limited influence. Its key message should be communicated 

actively and it should readily be available, should people wish to refer to 

it. The intent of the policy should be memorable, so that stakeholders 

can carry with them the key messages of the risk policy. 

The policy should: 

- provide a clear and concise outline of what the Board wants risk 

management to deliver 

- be a statement of the Board and sufficiently high-level to be timeless

- not be too long, as people will not read it 

 - clearly articulate accountability and authority for managing risk

- specify those accountable for developing, implementing and 

maintaining the risk management framework and owning their specific 

risks

- establish reporting and escalation processes 

- ensure appropriate levels of recognition, reward, approval and sanction

 - outline the methods that the organisation uses to manage risk and the 

resource support that the organisation will provide to deliver risk 

management improvement

 - indicate how improvements in risk management will be measured 

(participation and reporting the findings of this self-assessment exercise 

can be used as evidence)

A key mechanism for improving risk management awareness, 

knowledge, capability and future performance is to ensure that the 

organisation learns from risk events.  The organisation should review risk 

occurrences in a timely fashion to identify emerging trends that might 

need to be addressed. The organisation should actively review risk 

occurrences and ensure that, where appropriate, these are adequately 

reported and recorded.  Recognition must be made in respect of 

budgetary constraints, which may prevent fruition.

Is there a risk policy that: 

 - has been approved by appropriate officers and members 

 - provides a clear and concise outline of the organisation's requirements for risk management 

 - provides a description of where risk management is positioned as part of the organisation's overall approach to 

governance

 - specifies the accountabilities and responsibilities for managing risk

 - specifies the processes, methods and resources available to be used for risk management

 - specifies the way in which risk management performance will be measured and reported.

To what extent are there mechanisms in place for the organisation to learn lessons from risk events?



11 20

Score as below:

- the organisation's agreed or accepted level of risk should be 

mentioned (5 points)

- a concise and clear risk appetite must be stated, either written or 

using diagrams, within its own section of the policy (or strategy)  

(10 points)

- as above with clear examples of appetite provided and linked to 

framework, with evidence that service managers are interpreting 

and applying the appetite accordingly (15 points)

- as above with an additional narrative on how levels of risk faced 

by the organisation will be monitored against the stated risk 

appetite and appropriate action taken (20 points)

12 40

Score up to 5 points (to a maximum of 40) where the strategy 

includes: 

 - priorities that are explicit and updated annually 

- the key risk management activities/priorities for the year and a 

plan of work for the year 

- clear demonstrable links between the risk management strategy 

and the delivery of the organisation's objectives, i.e. that the risk 

management strategy delivers the necessary organisational 

competence to deliver its objectives 

- evidence that a planning, completing, acting and reviewing cycle 

is in place, including regular progress reports

 - evidence that risks are informing objectives for service areas

 - a vision and how it is to be achieved 

- the key activities for developing the risk management capacity 

e.g. training, are stated 

- an action plan of work includes dated milestones and SMART 

targets that are delivered.

Does the risk management policy specify the organisation's risk appetite, and does this generally encourage managed risk 

taking throughout the organisation?

Risk appetite can be defined as the amount of risk that an organisation is 

willing to take on in pursuit of value, or in other words, the total impact 

of risk an organisation is prepared to accept in the pursuit of its strategic 

objectives.  Factors such as the external environment, people, business 

systems and policies will all influence an organisation's risk appetite.

A clearly understood and articulated risk appetite assists in ‘risk 

awareness’ and helps unlock value by better aligning decision-making 

and risk.  It allows the concept of risk and reward to be explored within a 

better controlled environment and the balance of probability to be 

assessed at a reasonable level, whilst ensuring relevant contingencies 

are in place and without the taking of unnecessary risks.

A risk appetite statement should define the total level of risk that the 

organisation is willing to accept at various levels in the organisation. The 

organisation may be prepared to accept a higher proportion of risk in 

one area if the overall balance is acceptable.

The immediate priorities for risk management and the linkages between 

the organisational and risk strategy should be explicit, whilst including 

the long term vision setting out a clear action plan outlining the steps 

the organisation will take to improve risk management performance, i.e. 

the way risks are handled and the value that risk management delivers.  

A plan/do/act/review cycle (or comparable approach) should be in place 

to drive continuous improvement and measurable outcomes.

How well does the risk management strategy support the aims and objectives of the organisation, by delivering successful 

outcomes and using risk management to facilitate sufficient planning, implementation, monitoring and reviewing?



13 25

Scoring should be made after speaking to a mixture of staff and 

managers. Scoring can be based on anecdotal evidence, as well as 

evidence of formal processes/schemes, previous incidents reported 

and how these investigations have influenced people and been 

handled in the past. The guidance to this question provides areas 

that can be taken into consideration when scoring this answer.

 - A score of 0 should be given if there are systematic example of 

people being penalised for bringing negative aspects to 

management's attention, i.e. a blame culture exists, or if 

management reactions actively increase the non-notification of 

incidents (such as for automatically sacking people who damage 

company cars, which would encourage people to make repairs 

secretly etc.).

  - In order to score up to  20, there should be  mechanisms in 

place which actively encourage staff to challenge and put forward 

ideas for improvement, as well as reporting risks.

 - A maximum score of 25 requires evidence of senior management 

going 'out of their way' to encourage people to raise risk issues, 

and that managers act responsibly with risks raised.

To what degree are staff at all levels encouraged to report incidents, challenge practices and raise risk issues?

The culture of the organisation should encourage people to challenge the 

status quo as appropriate and put forward new ideas. It is important that 

managers and staff feel that risk information will be received in a 

professional manner and not ignored and that there will not be a 'knee 

jerk' reaction to punish the bearer of 'bad news'. If parts of the 

organisation believe that they would be perceived as weak for having 

risks on their risk register, they might be inclined to filter the risks 

recorded or omit them altogether.

 

Staff should not feel that they will be unfairly penalised for reporting 

incidents. Management should be perceived to want to understand 

immediate causes and be keen to learn from mistakes, underlying causes 

and system-level failures (for which they might be responsible) for 

incidents. 



14 15

Responsibility for managing either risks/opportunities, or controls 

and contingencies should be allocated and documented for a score. 

It is common for these responsibilities to be stated in risk registers, 

action plans and, where relevant, in the job accountabilities for 

specific roles.

Score 6 where there is evidence that those responsible for 

managing risk management as well as those with responsibility for 

individual risks have their responsibilities clearly documented (e.g. 

terms of reference, job descriptions, competencies, objectives 

etc.).

For a score of 12 it must be conceivable that the manager of the 

risk is actually responsible for managing the control on a day-to-

day basis (senior management are unlikely to be hands-on with all 

controls and contingency measures) and that there is evidence of 

risk responsibilities being discussed during individuals performance 

reviews, where appropriate.

Additional points can be scored if there is evidence or validation 

from external sources (e.g. audits/inspections).

Responsibilities for managing risks and opportunities should be defined 

clearly for all staff. Responsibilities may be set out in general terms in 

the risk management policy/strategy for particular levels of staff within 

the organisation. Individual job descriptions, annual objectives etc., may 

incorporate specific risk management responsibilities. 

Individuals may be identified as 'owning' specific risks and, therefore, be 

responsible for ensuring that the risks are managed effectively. The risk 

management process should identify people who are responsible for 

specific risk controls including contingency measures. Responsibility for 

managing control and contingency measures might be the same person 

who is responsible for associated risks, but this need not be the case.

Risk owners should have their risk responsibilities clearly documented 

and individuals, such as the risk manager or any risk champions, should 

have specific responsibilities for elements such as policy, strategy, or risk 

assessment methodologies.  Such roles might include health and safety 

risk management, IT/data risk management, risk financing etc.

Someone, or a range of people, should have responsibilities for 

investigating reported incidents, HSE and others.

The business continuity plan should have a designated 'owner' who has 

overall responsibility for the plan. 

Clear responsibilities should be defined for all those staff who are 

involved with specific elements of the plan. These elements should 

include crisis/emergency response, maintaining and testing the plan, and 

implementing the recovery strategy. 

To what degree do staff have properly delegated, clear and appropriate responsibility for day-to-day and specialist risk 

management, investigation of incidents, business continuity management and managing risks/opportunities, controls and 

contingencies?



15 5

Scoring should be based on 1 point for each of the below:

 - documented procedures are in place for risk reporting/escalation  

 - evidence that the process is embedded, i.e. over 50% of staff 

understand escalation procedures

 - evidence that risk escalation occurs, e.g. departmental risk 

elevated to corporate risk status or risks escalated to Audit 

Committee

 - evidence that risk escalation occurs at multiple levels and 

arena's

 - if issues have previously been escalated was the outcome and 

response positive and result in appropriate action

16 30

Score up to 3 points for each of the below (up to maximum of 30):

- evidence of people obtaining internal or external risk advice at all 

times when it is appropriate 

 -  risk experts used, as required and appropriate

 - documented training needs analysed for new starters and 

training plans adapted to address those needs

 - senior management communicate directly to staff about risk 

management, such as through road shows/team meetings

 - senior managers have been trained (at least a few hours) in risk 

management

 - risk manager/person co-ordinating the day-to-day 

implementation, has at least five years experience in a risk 

management role or appropriate qualification

- risk champions / coordinators in place and trained in risk 

management

 - risk workshops provided regularly and attended by appropriate 

individuals

 - dedicated page on the Intranet that is regularly updated

- use of risk management software(or alternative IT based risk 

register) made available to all relevant staff (not just risk 

management team)

Are people clear when risks and opportunities should be referred elsewhere or escalated (e.g. line management, Audit 

Committee, Risk Committee, Board etc.) for consideration? 

Managing the implementation of risk management not only involves 

those with specific responsibilities such as the risk manager, risk co-

ordinators/risk champions, but also the board, senior managers, 

managers, etc. While the more specialist roles may require a professional 

qualification in risk management, others will require an understanding of 

risk management processes and their specific roles in implementation. 

All those involved should have the skills / knowledge appropriate for 

their role. There should be a process to establish existing skills, further 

training needs and to provide training where required - this will often be 

as part of an individual's annual performance review.

It is important that new staff acquire the appropriate level of risk 

management skills for their role, as soon as practicable after they join 

the organisation.

Many organisations provide some form of induction training on aspects 

of risk management, but there should be a process to establish what risk 

management skills the new staff member has and what training is 

needed in additional skills. There should be a training needs analysis 

followed by training on specific risk management topics as soon as 

possible.  Early is assumed to be within the first three months of 

employment.

Are arrangements in place to ensure staff receive assessment of their development needs and appropriate guidance and 

training, both internal and external, to rapidly address any risk management training, in terms of both induction and 

continuing development needs?

While individuals or functions may have responsibilities for managing 

risks and opportunities, there will be circumstances when it is necessary 

to escalate a particular risk to a higher level in the organisation or report 

the risks to the Board, a Risk Committee, the Risk Manager or an Audit 

Committee.  

There should be clear procedures and criteria for escalating risks (what, 

to whom, when) and any actions required. 

Procedures should be communicated throughout the organisation. 



17 5

Training could be provided by briefings, courses, e-learning or 

through presentation of reports. Ideally, there should be evidence 

of a training needs analysis for elected members, together with 

evidence of training provided to address the needs. 

A score of  1 point can be given if there is a formal Risk Committee 

which receives regular risk reports.

A score of  3 points can only be given if training/briefings are 

delivered to Board Members / Elected Members on a regular basis 

in an appropriate format.

A score of  5 can only be given if training needs are analysed, 

identified and training updated to address needs 

18 10

Score up to 2 points for each of the below:

 - a methodology for sharing operational risks identified by one 

department with other departments

 - publishing of 'top ten risks'

 - external risk events attended on a regular basis 

 -  a communication plan for any major incident with documentary 

evidence of any lessons learned and action plans implemented    

- risk champions / coordinators are used to communicate 

information on risk

19 10

Scoring should (ideally) be decided after speaking to a range of 

staff at different levels of the organisation, in order to assess the 

extent to which they are aware of key risks that relate to their role 

and the ways in which they are made aware (i.e. the 

embeddedness of the process). This should include 'Members'. 

Score up to 2 points if you can demonstrate that staff are aware of 

the key risks that are appropriate to their role  -in some of the 

organisation. 

Score up to 4 points if you can demonstrate that staff are aware of 

the key risks that are appropriate to their role  -in most of the 

organisation. 

A score of  5 can only be given if you can demonstrate that staff 

are aware of the key risks that are appropriate to their role  -

across all of the organisation.

Factors you could take into consideration include, evidence of :

- appropriate risk assessments in place

- risk identification and assessment workshops

- access to risk registers and action plans

- discussion of risks at staff meetings

- reports provided on specific risks which affect their activities 

 - programme of awareness training

- risk discussed at one to ones

This evidence could be collected from staff surveys.

Risk information could be sent out using a number of mechanisms, such 

as newsletters, risk reports, use of the intranet, SharePoint, risk 

champions/coordinators etc. These are vital to ensure that messages and 

learning on risks is passed throughout the organisation.

If risk management is to be successful it is vital that there is effective 

communication throughout the organisation. Staff should be aware of 

risks appropriate to their role. This may be achieved by involvement in 

risk identification and assessment workshops, through access to risk 

registers and action plans, discussion of risks at staff meetings, reports 

on specific risks which affect their activities and through a sustained 

programme of awareness training.

Are staff aware of the significant risks, as appropriate to their role and the level of risk they face in that role?

Is key risk management information communicated to the appropriate parts of the organisation, and is there a reliable 

communications strategy in place so that if risks materialise, those affected by the potential impact fully understand and 

have confidence in the remedial action that the organisation may need to take? 

Do Board Members / Elected Members, Trustees etc. receive appropriate risk management training to help them understand 

and discharge their responsibilities, for the level of risk they are facing? 

Board Members / Elected Members etc. should have an understanding of 

risk management and of the organisation's policy, strategy and methods. 

They should also understand how risk management relates to their 

activities and the discharge of their responsibilities as elected members, 

for example, taking account of risk information when reaching decisions. 

Training should be provided to meet the needs of Board Members / 

Elected Members so that they feel equipped with the appropriate level of 

risk management knowledge.
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Scoring should be based on documented listings or registers of 

partnership/shared service arrangements, along with agreed 

partnership/shared service risk management plans, jointly 

developed risk analyses, risk registers and action plans, with 

individual partner /third party responsibilities defined clearly. No 

more than '8' can be scored if the organisation is not aware of its 

key partnerships and shared services. For a maximum score there 

must be evidence that approaches have been converged where 

possible with major partners and third party service providers (e.g. 

a joint risk management policy or protocol).
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Scoring should be based on: 

1. Documented evidence of risks and potential transfer being 

considered and decisions made (meeting minutes, written 

exchanges between partners, insurers, etc.). Transfer 

arrangements should include details of the management 

arrangement for any residual risk;

2. Documented agreement / protocol setting out requirements for 

joint risk identification and assessment and clearly assigned 

accountabilities for risks transferred to a partner organisation.

A maximum score should only be given where accountabilities are 

clearly established and performance is monitored but there are no 

plans for possible early action. There needs to be documented 

plans for taking possible early action and evidence of arrangements 

for managing residual risk left after the transfer (e.g. reputation).
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Scoring is based on evidence that risk management is considered 

as part of the planning and budgeting process and funding is 

provided. Funding should be proportionate to the level of risk 

faced.  A partial score should be given if parts of the strategy are 

not funded.                                                                                                        

Scoring should be based on evidence that actions are prioritised, 

based on cost/benefit analysis, and funding is made available. 

There should be clear evidence that budgeting processes consider 

costs of further actions to reduce risks and/or enhance 

opportunities.

If the cost effectiveness of possible additional activities are not 

considered, then no score higher than 10 should be given. If any 

additional activity is shown to be cost effective, but is not funded 

(even if funding might be provided in the future), then no score is 

also given. To score maximum points, the organisation must show 

flexibility in their funding of risk management activities, and must 

not rigidly set risk management funding based on historic levels.

When different public sector bodies are working together in partnership it 

should be clear (and agreed) to all involved as to when it is appropriate 

to carry out risk identification and assessment jointly. If this is not done, 

there is a danger that key risks to the objectives of the partnership may 

be missed or incorrectly assessed. There must be absolute clarity on 

accountabilities for monitoring the performance of the partnership and 

taking action should problems arise.                                                                                                                                                                         

Risks may be efficiently transferred by clear contractual arrangements, 

via reasonable insurance premiums for the levels of cover provided, by 

genuine risk sharing agreements, etc. It should be remembered that 

risks are often not entirely transferred, risk management arrangements 

should be in place to address any residual risk.

Where different public sector bodies work together to manage risks for shared strategic objectives:

- Has the extent to which risks can be transferred to or shared with organisations best placed to manage and / or carry 

them (both public and private), been assessed?

- Is there an agreed protocol that defines when risk identification and assessments should be carried out jointly, and clearly 

establishes accountability and capacity maintained to monitor performance and take early action in the event of difficulty?                                                                                                                                            

Are all key partnerships and shared services formally identified and are there consistent and common approaches to 

managing risks with partners, which cut across organisation boundaries? 

Implementing the risk management strategy requires not just funding of 

the risk management function, but also providing adequate funding to 

provide people with the required skills; funding for training; funding for 

maintaining risk controls;  and implementing additional ones, (insurance 

etc.)                                                                     

For an effective risk management process it is essential that additional 

funding is available when actions are identified to improve the 

management of certain risks and to improve the general effectiveness of 

risk management.

Partnerships/shared services are where there are relationships between 

organisations to deliver shared objectives. Where partnerships/shared 

services are delivering key outcomes or important services, it would be 

expected that they would have clear documented governance 

arrangements, including an agreed common approach to risk 

management. This approach should cut across the organisational 

boundaries to ensure that a consistent approach is adopted for the 

partnership/shared service as a whole.

Are sufficient budgetary resources provided to fund the implementation of the risk management strategy, and are additional 

budgetary resources provided when additional risk activities are cost-effective?
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Consideration should be limited to loss reduction measures 

implemented within the last five years.

Score 2 points for each loss reduction programme undertaken - up 

to a maximum of 8. Add an additional point if you can demonstrate 

a reduction in claims costs/numbers as a result of the initiative. A 

maximum of 10 points can be scored in total.

Score 2 points for each of the below: 

- organisation has a dedicated budget to fund operational risk 

management initiatives and mitigation actions 

- all levels of the Authority are regularly engaged in order to 

identify and manage operational risks 

- regular claims trend analysis is completed to identify high risk 

area's 

- operational risk is reported to the Executive Team, Board 

Members / Elected Members

- addressing operational risk has assisted in the reduction of 

insurance premiums

24 20

Scoring should be based on assessing the tools used relative to the 

range and complexity of the organisation's risks and the analysis 

required. Simple risk logs (Excel spreadsheets for example) would 

be sufficient for an organisation in the first years of Enterprise Risk 

Management. If an organisation is spending a lot of time on risk 

management administration, then web-based (or similar) risk 

registers would be appropriate.  Consider whether the tools used 

for internal and external communication are appropriate for the 

organisation's needs.
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Score up to 5 points for each of the following (up to as maximum 

of 30) where formal evidenced shows risk management and the 

following business processes being integrated:

- Decision making

- Major investment decisions

- Strategic planning

- Financial planning

- Policy making, review, and implementation

- Performance management

The proactive use of risk reduction measures in the areas of insurable 

risk is an essential part of an organisations risk financing strategy. These 

actions could be focused on areas of previous high claims numbers and 

costs (for example in the areas of liability or motor claims), or focus on 

areas of highest potential losses (for example particular potential 

property losses).

These proactive risk control programmes may be supported through a 

centralised 'loss reduction fund'

Have active risk management measures, supported by appropriate resources, been taken to minimise insurable risks?

Examples include;

1. Audit software, questionnaires, check lists, tools for identifying 

emerging risks, specific investigations/reports, etc.

2. Risk matrixes, software for consequence modelling, specialised 

analysis tools for specific types of risk.

3. Risk register, web-based risk registers, incident logs, action registers. 

Organisations should maintain a corporate risk register, sitting above 

departmental risk registers, as is proportionate.

4. Bowties, risk profiles, risk indicators.

Does the organisation have appropriate tools for:

1. Collecting risk information?

2. Analysing risk information?

3. Recording risk information?

4. Communicating risk information?

To embed risk management, it is important that risk management is 

weaved into business processes. Otherwise risk management will be a 

parallel activity.

Are there formal links between risk management and other key business processes, for example decision making, major 

investment decisions, strategic planning, financial planning, policy making and review, policy and project implementation 

and performance management?
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Score for each element, as below:

- Risks are identified with a good understanding of the internal and 

external context (i.e. PESTLE, SWOT) (2 points)

- Clear boundaries for risk assessments are set before risk 

identification is started (2 points)

- Evidence of different procedures, tools and techniques being 

selected on their effectiveness and relevance (2 points)

- There is clear evidence that all risks are linked to the 

organisations business/service objectives (2 points)  

- Check lists, known risks and planned actions are put in place (2 

points)

- Risk assessments are undertaken and solutions are reviewed but 

not changed significantly (2 points)

- Risk assessments are undertaken and solutions put forward are 

better than would have otherwise been in place (3 points)

- A  number of new controls have been identified and implemented 

that would not otherwise have been considered (3 points)

- A significant number of new controls have been implemented (3 

points)

- Evidence of at least one significant risk that is unlikely to have 

been identified otherwise (3 points)

- Evidence of controls being removed (where controls are 

excessive) that would have not otherwise been removed (3 points)

- Additional actions put forward to manage risks are innovative and 

add clear value (3 points)
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For this section, compliance with the following factors will score the 

points shown for each factor:                                                                                                                                                                                                                                                                                              

- There is no evidence that risk indicators are in place (score 0 

points)

-There is evidence that risk indicators are in place in 

programme/project risk (score 1 point)

- There is evidence that risk indicators are in place in all categories 

of risk (i.e. strategic, operational, programme, project etc.) (score 

2 points)                                                                                                                                                                                                                                                                                                             

The organisation's internal and external environment needs to be 

understood first before good risk identification and assessment can be 

carried out. It is important that people have a common view of the 

scope, level of detail, limits, etc. that relate to a particular risk 

assessment. There are a large range of risk assessment techniques, from 

qualitative to quantitative. It is important that the techniques adopted 

are proportionate to the risks and are relevant to the organisation. For 

example, it is not effective to apply a very detailed and time consuming 

risk analysis to relatively minor risks that have little effect on the key 

objectives. There is no purpose in identifying or evaluating risks that do 

not relate to the organisation's activities and have no effect on them.  

 

Risk descriptions should be aligned with the definition of risk i.e. 'the 

effect of uncertainty on objectives'. Causes, consequences, issues (which 

have no uncertainty), poor risk measures, inverse of objective or general 

comments are not risks. For HSE risks, they should be exposure or event 

based. Uncertainties for projects can include uncertainties in data or in 

the assumptions behind data, uncertainty in processes or logistics, 

uncertainties in partnerships, ambiguities in objectives etc. If risk 

assessments identify other aspects, it will take longer and the long list of 

risks will be more complex to manage. 

 

Risk treatment should act to prevent the risk occurring, potentially 

enhance a positive outcome or mitigate the negative consequences. 

Therefore appropriate controls and contingency measures should be 

identified. An assessment of the potential consequences and the 

likelihood of those consequences arising is a key part of risk analysis. 

Risk analysis may be undertaken with varying degrees of detail 

depending on the risk, the purpose of the analysis and the 

information/data available. 

 

The appropriate level of risk analysis depends on the purpose of the 

analysis, the information / data and resources available. Analysis should 

be proportionate. In some cases a simple qualitative assessment may be 

sufficient whereas in other cases a detailed assessment will be desirable.

Are all significant risks and existing control and contingency measures identified: 

- to reflect the internal and external context?

- within clear risk assessment boundaries pre-identification?

- to take account of different procedures, tools and techniques?

- to link to the achievement of corporate, departmental or service objectives?                                                                                                                                

- allowing the causes and consequences of risk to be identified?                                                                                                                                                                                                                                                                                            

Is 'horizon scanning' carried out to identify emerging risks and is the identification of opportunities embedded within the 

organisation?   Are risk evaluation criteria applied consistently across all categories of risk, with evaluation carried out in 

terms of 'likelihood' and 'impact'?  Are risks ranked for (if appropriate) gross risk, net risk and target risk?

Risks and their potential impacts may change or new risks may arise. It 

is important to identify as early as possible the new or changed impacts.  

Are there adequate early warning indicators in place to alert people to the potential impacts of risks - that are acted upon, 

with a mechanism to check that such indicators remain fit for purpose?                                                                                            

Risks and their potential impacts may change or new risks may arise. It 

is important to identify as early as possible the new or changed impacts.  

For this section, compliance with the following factors will score the 

points shown for each factor:                                                                                                

- There is no evidence that risk indicators are in place (score 0 

points)

-There is evidence that risk indicators are in place in 
programme/project risk (score 1 point)

- There is evidence that risk indicators are in place in all categories 

of risk (i.e. strategic, operational, programme, project etc.) (score 

2 points)                                                                                                                    

Are all significant risks and existing control and contingency measures identified: 

- to reflect the internal and external context?

- within clear risk assessment boundaries pre-identification?

- to take account of different procedures, tools and techniques?

- to link to the achievement of corporate, departmental or service objectives?                                                 
- allowing the causes and consequences of risk to be identified?                                                               

Is 'horizon scanning' carried out to identify emerging risks and is the identification of opportunities embedded within the 

organisation?   Are risk evaluation criteria applied consistently across all categories of risk, with evaluation carried out in 

terms of 'likelihood' and 'impact'?  Are risks ranked for (if appropriate) gross risk, net risk and target risk?
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Scoring for this section is cumulative and should be carried out in 

the following two stages:

Stage One

-There is evidence of risk avoidance, modification, transfer, 

retention and for opportunities, exploitation included in relevant 

documentation (score 3 points) 

- There is evidence that risk treatment measures have been 

successfully implemented in all case (2 points) 

Stage Two 

Add additional points as appropriate based upon how far down the 

list below you can progress

- There is no evidence that assessment has been made on control 

and contingency measures (0 points)

- There is evidence that informal assessments have been 

undertaken on control and contingency measures (2 points)

- There is evidence that the key risk control and contingency 

measures have been reviewed at least quarterly (4 points)

- There is evidence that informal assessments are in place and for 

key control and contingency measures have been changed to 

ensure they continue to be effective (6 points)

- A formal audit has been undertaken to ensure key risk controls 

are in place and effective (8 points)
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Scoring should be based on reports on risks, their analysis and 

responses at different levels in the organisation.  

- There is no evidence of review of the outputs of the risk 

management process (0 points)                                                                                                              

- There is evidence of some communication (maybe passive 

communication such as with risk software) of risk information (1 

point)                                                                                                                                                                                    

- There is some evidence of review of the outputs in a number of 

the areas detailed below and key decision makers are informed of 

risk information (3 points)

- There is evidence that all of the following areas are reviewed 

regularly:

    - risk profile/key risks

    - progress with actions

    - risks are within risk appetite

    - whether risks are 'closed' when they are no-longer a risk                                                                                                                                                                                  

and, there is evidence that all people who need risk information 

are updated (5 points).

Are the key outputs from the risk management process:

1. Communicated to all relevant people?

2. Reviewed (at a later date) to ensure they remain valid, reflect changes in the context, and support better informed 

decisions?   

Do the options for mitigating the risk include consideration of avoidance, modification, transfer and retention of risk (and, in 

the case of opportunities, seeking to exploit) and are the key risk control and contingency measures regularly assessed to 

see if they are in place and effective?

All the options listed are valid risk treatment options that the 

organisation may take depending on the risk, the circumstances and the 

risk appetite. Risk control and contingency measures may not be 

effective or may become less effective over time. It is important that 

these measures are assessed to ensure that they are in place and are 

effective. If not done, the organisation could be exposed to significantly 

higher risk than it believes is the case.  The '4 Ts' are also sometimes 

used (Tolerate, Terminate, Treat and Transfer), and these are 

equivalents.

 Reporting at the process level should provide an appropriate level of 

detail and be specific, relevant and timely. In particular, reporting may 

include the status of key risks identified, any material changes that alter 

their likelihood and/or consequences, changes to responses and risks 

that are greater than the risk appetite.

Those managing risk should regularly review the output of the risk 

management process. Review should include the risk profile / key risks, 

progress with actions, whether risks are within risk appetite and whether 

risks are 'closed' when they no longer present a risk.
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Score this section as follows:

- There is no evidence that processes are in place to manage 

information risk (0 points)

- There is minimal evidence that processes are in place to manage 

information risk or evidence is patchy across different parts of the 

organisation (up to 3 points)

- 1 point for each of the following (up to a maximum of 7 points)

     

     o IT security in place to combat cyber risks or ISO 27001 

accreditation 

     o Information Asset register and Information Risk Register in 

place

     o Policies in place to ensure personal information is safely and 

appropriately handled, processed and shared/ meets standard of IG 

Toolkit level 2 or greater . 

     o Data Breach handling processes in place

     o Data Sharing processes in place, including Privacy Impact 

Assessments and formal data sharing agreements

     o Mandatory training on Data protection in place

     o An assurance framework for Information Governance in place

All public service organisations are dependent of the effectiveness of 

their management arrangements. An effective management of 

information risk is critical to the success of the organisation, and control 

processes should be in place to manage all aspects of information risk. 

These should include measures to respond to risks to IT infrastructure 

and systems and others sources of information vital to the organisation 

(e.g. paper based).

 

Examples of evidence include: 

- IT security process in place to combat cyber risks 

- ISO27001 accreditation

- Data Protection/information handling processes and guidance in 

place/implemented     

- Formal processes for handling potential data protection breaches

- Senior Information Risk Office (SIRO) in place

- Data Sharing agreements in place to facilitate joint working

- Privacy Impact Assessment are undertaken to evaluate potential risks 

prior to information being shared with other bodies.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                           

Are appropriate arrangements in place to respond to Information Risk?
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Score this section as follows:

- There is evidence that the Business Impact Analysis has been 

completed, so that recovery time objectives have been set for all 

key activities (up to 2 points)

- There is evidence that each time-critical key activity has a 

guaranteed recovery strategy (up to 4 points)

- Detailed plans must be developed for recovery for each time-

critical key activity (up to 5 points)

- The BCP complies with one of the three points outlined in the 

guidance (up to 6 points)

- The BCP complies with two of the three points outlined in the 

guidance (up to 8 points)

- The BCP is compliant with ISO22301 or equivalent national 

standard (see guidance) (up to 10 points)
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Score up to 2 points for each of the following elements that are in 

place: 

· All services/mangers are empowered to escalate risks.

· There is a sound rationale for each escalation.

· Escalated risks are documented in terms of the issue, the 

risk/control owner, date and expected outcome. 

· Issues are escalated in timely manner to affect a swift response.

· Outcomes, including agreed actions, of the escalation process are 

recorded and widely communicated.  

33 30

Scoring should be as below:

- No evidence or anecdotal evidence (0 points)

- Limited evidence in at least the most relevant areas (e.g. 

examples only) (5 points)

- Evidence in all relevant areas (10 points)

- Clear evidence in all areas (15 points)

- Comprehensive evidence in all areas (confirming this in different 

ways) (20 points)

- Cost benefit analysis (opportunities) (30 points)

Is there an effective Business Continuity Management System in place?

Business Continuity Management is one key part of risk management. 

The Business Continuity Management System (BCMS) should provide the 

framework for how the organisation will plan and maintain its critical 

functions in the event of a major incident. The BCMS should address the 

key points as outlined in ISO22301. 

A full BCMS will be appropriate to the needs and requirements of the 

organisation and:

1. Establish and manage the BCMS

• Defined scope and objectives for business continuity based on the 

needs of the organisation

• Defined roles and responsibilities

• Appropriate suite of documentation and documentation control

2. Implement and operate the BCMS

• Identifying key services

• Establishing maximum tolerable period of disruption

• Prioritising recovery objectives

• Risk assessing threats and vulnerabilities

• Identifying appropriate risk treatments

• Developing and maintaining BCM plans

• Validating BCM plans through exercise and review

3. Monitoring and reviewing the BCMS

• Programme of internal audit of BCMS

• Management review of effectiveness of BCMS.

• Plans are tested and amended to reflect changes to the 

service/business requirement.

Can you evidence that all strategic risks are managed effectively - without incurring disproportionate risk management costs 

or experiencing excessive losses? Are there arrangements to ensure that opportunities are taken and managed cost 

effectively - without incurring disproportionate risk management costs or experiencing excessive losses?

Risks to delivery of services and to the public must be managed 

effectively without incurring excessive losses and, at the same time, 

without incurring major costs for risk controls which are disproportionate 

to the risk.  There must also be adequate arrangements for managing 

risks that cut across different functions or departments, across a number 

of organisations, across partner organisations, etc. as these need to be 

managed cost-effectively through the risk management process.  To 

assess the benefit, a before and after comparison should be possible 

(such as in a risk profile). Evidence could include risk profiles, incident 

statistics, total cost of risk data and cost benefit analysis etc.

Excessive loss could include reputational or service implications.

Opportunities can be taken (such as decisions to release a press release 

to gain publicity) or can be passive (such as the weather being better 

than expected). With taken-opportunities, there can be uncertainty in 

whether the opportunity can be seized, or with the benefits from taking 

the opportunity. To assess the benefit, a before and after comparison 

should be possible (such as in a risk profile).

Has the organisation established arrangements for escalation of risks to ensure that it and Board Members / Elected 

Members, Trustees, Ministers etc.  have appropriate, up to date information on risks?                                                         

There should be clear criteria and procedures for escalating risks (what, 

to whom, when) and any actions required. Procedures should be 

communicated throughout the organisation.  

Clear escalation criteria are important to help ensure that all risks that 

are seen as material are brought to the attention of an appropriate level. 
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Scoring should be as below:

- No evidence or anecdotal evidence (0 points)

- Limited evidence in at least the most relevant areas (e.g. 

examples only) (5 points)

- Evidence in all relevant areas (10 points)

- Clear evidence in all areas (15 points)

- Comprehensive evidence in all areas (confirming this in different 

ways) (20 points)                     
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Score 2 points for each of the following, where:

- the assurance information is provided regularly to the Executive 

Team

- assurance reports are regularly provided to members

- assurance reporting identifies all key risks

- assurance reporting covers and addresses all the key risks

- risk assessor ensures no risks have been overlooked                                                                                                                               

Score 5 points if assurance reporting covers all key controls 

identified at the strategic and major business unit / function levels.

Score 10 points only if independent assurance reporting also 

covers the effectiveness of all key controls identified at the 

strategic and major business unit / function levels.

Risk management assurance should include the information that is 

presented to the executive team and members to assure them of the 

level of compliance there is to the risk management strategy and 

associated policies and procedures. 

Assurance processes and information should:

- identify and address all significant risks.  

- cover all significant risks to the organisations activities. 

The risk assessor should also think about if any risks have been 

overlooked.                                                                                                                                                                

Assurance processes should similarly identify and address all key 

controls. Key control information is key in being able to demonstrate that 

all sufficient controls are in place. The term 'controls' includes 

preventative and mitigated measures.

Key controls are defined as those controls which if absent or ineffective 

would result in a risk becoming high (or ten times worse if the risk is 

already high). Key controls are important as they prevent risks from 

being intolerable. If more than one control needs to be ineffective before 

a risk becomes high, then these are not key risks.

The risk management process should also include an assessment of the 

effectiveness of controls. There should be an appropriate level of 

independent assurance to confirm that controls are reviewed by the 

relevant managers and remain effective in controlling the risks.

Is there evidence that staff, particularly managers, are confident with risk and use it to deliver the outcomes the 

organisation wants?

To what extent does assurance information cover all significant risks, key controls and their effectiveness?

The risk management process should be embedded within the 

organisation. Managers and their staff should be aware of what their 

areas’ key risks are; how they are monitored and mitigated; how they 

are controlled; how they are reported 'up the line'; and, how they 

contribute to the overall risk management strategy of their organisation. 

The risks should be clearly linked to business or individual objectives 

thus demonstrating how management of said risks contribute to 

organisational outcomes.

If risk management is embedded throughout the organisation and 

managers feel confident with the framework in use, risks and 

opportunities relating to decisions will be discussed openly in meetings 

and risk issues raised and recorded as part of management related 

reporting.  The risk management team should also receive regular 

enquiries in relation to risk, which shows that staff are continually 

challenging the risk appetite and culture of the organisation.
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Scoring should be as below:

- No risk information is disclosed or material risk information is 

omitted (without a good reason) (0 points)

- There is a formal performance reporting process to an 

appropriate governance or scrutiny forum (2 point)

- As above and in addition a statement on risk management and 

risks faced is included in an annual report to enable stakeholders 

to make informed decisions. (5 points)

- As above plus specific material information is provided to 

stakeholders and is accurate, reliable, balanced, understandable 

and of an appropriate time frame (10 points)
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Score 2 points for each of the following, where the statement is:

- Prepared by an independent unit (whether external or internal)

- States the scope of the assessment

- Identifies the evidence used to support the statement

- States any limitations to / or reservations about the assurance 

that can be given

- Indicates where implementation is not as approved and what 

actions should be taken.
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Scoring should be as below:

- No or only anecdotal evidence (0 points)

- Limited evidence that risk management is being effective in at 

least most relevant areas (up to 10 points)

- Clear evidence that risk management is being effective in all 

relevant areas, e.g. that the organisation risk assesses it's delivery 

plans (up to 20 points)

- Very clear evidence of very significantly improved delivery of all 

relevant outcomes and showing positive and sustained 

improvement, e.g. risks are identified in plans and the outcomes of 

those plans are successfully delivered. (up to 50 points)

- Risk management arrangements clearly acting as a driver for 

change and linked to plans and planning cycles (up to 60 points)

Assurance information should include consideration of the overall 

effectiveness of the organisation's risk management arrangements. This 

could be in the form of performance indicators, a dashboard of 

indicators, comparison with other organisations or a combination of 

information. It is normal to make a statement in an annual report on risk 

management and risks faced to enable stakeholders to make informed 

decisions.

All material information to stakeholders should be supplied within 

commercial constraints. Information that is not material to key 

stakeholders should not be disclosed. Information should be accurate, 

and where significant uncertainty existing, this should be stated. 

Description of risk information should not be biased to any agenda. Risk 

information must not be 'spun' and information selection must not be 

dependant on whether it supports a message. Information should be 

disclosed for the appropriate time-frame. If stakeholders need 

information over, say 10 years, to make good decisions, information 

about annual risks is not sufficient.

Is an assessment of the performance of the organisation's risk management arrangements reported and to what extent is 

risk information disclosed to stakeholders? 

Is there a detailed statement, that is independently reviewed, about whether risk management is effective and carried out 

as approved, and is the framework regularly and independently reviewed?

Is there demonstrable evidence that risk management is contributing to better

- delivery outcomes

- better financial outcomes

- supporting the reputation of the organisation?

Such a statement would need to be based on a comprehensive 

independent audit/review of the organisation's risk management 

implementation to confirm whether it is in accordance with the risk 

management policy and strategy that has been approved by the Board, 

Executive Management team, or equivalent, as well as supported by 

robust evidence of risks, losses and opportunities being managed in 

accordance with the agreed risk appetite. Internal audit is another 

possible source of independent comment, assuming that this section is 

not involved with risk management.

There should be evidence to show how risk management has contributed 

to excellent delivery and financial outcomes, and has supported the 

reputation of the organisation.

Good risk management should contribute to delivery through 

achievement of business objectives, better project success rates, 

achievement of targets and fewer unexpected problems. Incident data is 

an example of data that might be used to show this link.

The key is that the organisation determines what successful outcomes 

look like (e.g. business plans) and there is a mechanism for assessing 

the effectiveness of delivered outcomes.
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Scoring should be as below:

- No or only anecdotal evidence (0 points)

- Limited evidence that Risk management is being effective in at 

least most relevant areas (5 points)

- Clear evidence that Risk management is being effective in all 

relevant areas (10 points)

- Very clear evidence of very significantly improved delivery of all 

relevant outcomes, showing positive and sustained improvement 

(15 points)

- Risk management arrangements clearly acting as a driver for 

change and linked to plans and planning cycles (up to 20 points)

Additional points can be scored as follows:

Up to 10 points for each detailed example of risk management 

arrangements, up to a maximum of 20 (a maximum of two 

examples can be scored). For any example to score, there need to 

be both benefits and there needs to be evidence of these benefits. 

For any example to score above '4', the example needs to 

demonstrate a significant contribution to the objectives of the 

organisation. For any example to score above '8', the example 

must be essential for the full delivery of the objective. Up to 10 

points for each detailed example of risk management 

arrangements, up to a maximum of 20 (a maximum of two 

examples can be scored).

There should be evidence to show how risk management has contributed 

to excellent management of public risks.

Good risk management should contribute to improved management of 

risks to the public through better identification and management of those 

risks, better public understanding of risk, increased public confidence 

that risks are well managed, etc.                                                                

Are there examples of risk management arrangements (maximum of 

three) that have had a significant and direct positive impact on annual or 

strategic objectives?                                                  

Are there examples of risk management directly contributing to 

innovative improvements that have improved delivery of services or 

products to the public?

Is there demonstrable evidence that risk management approaches are having a beneficial effect on how risks to the public 

are being managed?
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Evidence Action Required

Evidence

Information and Decision Making (32)

Does the Executive Team/Senior Leaders have a good understanding of and regularly review the key 

risks facing the organisation and their likely implications for service delivery?

Does the Executive Team/Senior Leaders ensure that mitigating actions are implemented for significant 

risks where appropriate?

?
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Score

Select

Action Required

Select
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Tips for using text boxes:
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• Line breaks can be inserted using Alt-Enter
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• To update a comment, click on the cell, then press F2 to move the cursor to the end of the text.
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4.

?

Incomplete

Select
Evidence Action Required

Escalation and Reporting Systems Total

Escalation and Reporting Systems (12) Score

Does the Executive Team/Senior Leaders conduct regular reviews of the effectiveness of the risk 

management framework, and does this include at least an annual review of the risk management policy 

to ensure it remains appropriate and current?

Evidence Action Required

Incomplete

Select

Information and Decision Making Total

Does the Executive Team/Senior Leaders have and use appropriate risk information to guide all major 

decisions?                          

?

3.



?

7.

?

5.

Accountability and Management Responsibility Total Incomplete

Select

Select

Evidence Action Required

Evidence Action Required

To what extent has the remit of the Risk Management function/Risk Manager been determined, 

including the provision of adequate resources to deliver a 'fit for purpose' risk management framework?

Select

How well do Board Members/Elected Members and the Executive Team/Senior Leaders/Senior Leaders 

effectively challenge the risk analysis and evaluation?

To what extent do Senior Leaders oversee the risk management culture and are these responsibilities 

reviewed annually?

(The remit of the Risk Manager is not part of this question).

Evidence Action Required?

6.

Accountability and Management Responsibility (32) Score



Leadership & Management Total Incomplete

Score

Leading Risk Management Implementation Total Incomplete

Evidence Action Required

Select

?

9. To what extent are there mechanisms in place for the organisation to learn lessons from risk events?

8.

Are the Executive Team/Senior Leaders, Board Members/Elected Members, Trustees, Ministers, etc. 

proactive in supporting and encouraging risk management, and does the leadership of the organisation 

encourage and support innovation through well managed risk taking?

Select
Evidence Action Required?

Leading Risk Management Implementation (24)



Evidence Action Required

Policy & Strategy

Risk Management Policy (60)

Is there a risk policy that: 

 - has been approved by appropriate officers and members 

 - provides a clear and concise outline of the organisation's requirements for risk management 

 - provides a description of where risk management is positioned as part of the organisation's overall 

approach to governance

 - specifies the accountabilities and responsibilities for managing risk

 - specifies the processes, methods and resources available to be used for risk management

 - specifies the way in which risk management performance will be measured and reported

Score

10.

?

Select
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Policy & Strategy Total Incomplete

Strategy Total Incomplete

Evidence Action Required

Strategy (40) Score

How well does the risk management strategy support the aims and objectives of the organisation, by 

delivering successful outcomes and using risk management to facilitate sufficient planning, 

implementation, monitoring and reviewing?

Evidence Action Required
Select

Select

11.

?

12.

?

Incomplete

Does the risk management policy specify the organisation's risk appetite, and does this generally 

encourage managed risk taking throughout the organisation?

Risk Management Policy Total



Select

14.

?

People

Culture Total

Score

Incomplete

Culture (25)

To what degree are staff at all levels encouraged to report incidents, challenge practices and raise risk 

issues?

Evidence Action Required

Select

13.

?

Evidence Action Required

ScoreResponsibility (20)

How effective are the arrangements that ensure that staff have properly delegated, clear and 

appropriate responsibility for day-to-day and specialist risk management, investigation of incidents, 

business continuity management and managing risks/opportunities, controls and contingencies?
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Tips for using text boxes:
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Select

Select

Select

Incomplete

15.

Action Required?

17.

?

16.

?

Responsibility Total

To what extent is there evidence that people are clear when risks and opportunities should be referred 

elsewhere or escalated (e.g. line management, Audit Committee, Risk Committee, Board etc.) for 

consideration, and how effective are these arrangements?

Evidence Action Required

Skills and Guidance - Capability Total

Score

Incomplete

Skills and Guidance - Capability (35)

To what extent are the arrangements in place to ensure staff receive  assessment of their development 

needs and appropriate guidance and training, both internal and external, to rapidly address any risk 

management training, in terms of both induction and continuing development needs effective?

Do Board Members / Elected Members, Trustees etc. receive appropriate risk management training to 

help them understand and discharge their responsibilities, for the level of risk they are facing? 

Evidence Action Required

Evidence



People Total Incomplete

Select

Select

Evidence

18.

?

19.

?

Communication Total

Score

Incomplete

Communication (20)

Is key risk management information communicated to the appropriate parts of the organisation, and is 

there a reliable communications strategy in place so that if risks materialise, those affected by the 

potential impact fully understand and have confidence in the remedial action that the organisation may 

need to take? 

Are staff aware of the significant risks, as appropriate to their role and the level of risk they face in that 

role and to what extent is there evidence that this influences their behaviour and decision making?

Evidence Action Required

Action Required



Incomplete

Are your partnerships managing risks effectively, i.e.:                      

- Has the extent to which risks can be transferred to or shared with organisations best placed to 

manage and / or carry them (both public and private), been assessed?                

- Is there an agreed protocol that defines when risk identification and assessments should be carried 

out jointly, and clearly establishes accountability and capacity maintained to monitor performance and 

take early action in the event of difficulty?

Partnerships and Shared Services Total

Evidence Action Required

21.

?
Select

Partnership & Shared Resources

Partnerships and Shared Services (50)

Are all key partnerships and shared services formally identified and are there consistent and common 

approaches to managing risks with partners, which cut across organisation boundaries? 

Score

Evidence Action Required

Select

20.

?
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Finance (30)

Are sufficient budgetary resources provided to fund the implementation of the risk management 

strategy, and are additional budgetary resources provided when additional risk activities are cost-

effective?

Score

Evidence?
Select

23.

Incomplete

Have active risk management measures, supported by appropriate resources, been taken to minimise 

insurable risks?

Finance Total

Evidence Action Required?

Select

Action Required

22.



Partnership & Shared Resources Total Incomplete

Tools (20)
Does the organisation have appropriate tools for:

1. Collecting risk information?

2. Analysing risk information?

3. Recording risk information?

4. Communicating risk information?

Score

IncompleteTools Total

24.

Evidence Action Required? Select



Processes

25.

Links to Business/Service Processes Overview Total

Score

Incomplete

Links to Business/Service Processes Overview (30)

Are there formal links between risk management and other key business processes, for example 

decision making, major investment decisions, strategic planning, financial planning, policy making,  

review and implementation, and performance management?

Evidence Action Required
Select

?
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26.

Risk Identification and Analysis Total

Score

Incomplete

Risk Identification and Analysis (30)

Are all significant risks and existing control and contingency measures identified: 

- to reflect the internal and external context?

- within clear risk assessment boundaries pre-identification?

- to take account of different procedures, tools and techniques?

- to link to the achievement of corporate, departmental or service objectives?                                                                                                                                

- allowing the causes and consequences of risk to be identified?                                                                                                                                                                                                                                                                                            

Is 'horizon scanning' carried out to identify emerging risks and is the identification of opportunities 

embedded within the organisation? Are risk evaluation criteria applied consistently across all categories 

of risk, with evaluation carried out in terms of 'likelihood' and 'impact'?  Are risks ranked for (if 

appropriate) gross risk, net risk and target risk?

Evidence Action Required?

Select



Select

Select

Select
Evidence Action Required

?

?

?

29.

27.

Risk response Total

Score

28.

Incomplete

Risk response (15)

Are there adequate early warning indicators in place to alert people to the potential impacts of risks - 

that are acted upon, with a mechanism to check that such indicators remain fit for purpose?                                                                                                   

Do the options for mitigating the risk include consideration of avoidance, modification, transfer and 

retention of risk (and, in the case of opportunities, seeking to exploit) and are the key risk control and 

contingency measures regularly assessed to see if they are in place and effective?

Evidence Action Required

Evidence Action Required

Risk Reporting and Review Total

Score

Incomplete

Risk Reporting and Review (5)

Are the key outputs from the risk management process:

1. Communicated to all relevant people?

2. Reviewed (at a later date) to ensure they remain valid, reflect changes in the context, and support 

better informed decisions?   



Processes Total Incomplete

Select

Select

30.

Information Risk Total

Score

Incomplete

Information Risk (10)

Are appropriate the arrangements in place to respond to Information Risk?

Evidence Action Required?

31.

Service Continuity Total

Score

Incomplete

Service Continuity (10)

Is there an effective Business Continuity Management System in place?

Evidence Action Required?



33.

?
Select

Risk Handling and Assurance

32.

Risk handling (60)

Has the organisation established arrangements for escalation of risks to ensure that it and Board 

Members / Elected Members, Trustees, Ministers etc.  have appropriate, up-to-date information on 

risks?                                                         

Score

Select

Evidence Action Required

Evidence Action Required

Can you evidence that all strategic risks are managed effectively - without incurring disproportionate 

risk management costs or experiencing excessive losses? Are there arrangements to ensure that 

opportunities are taken and managed cost effectively - without incurring disproportionate risk 

management costs or experiencing excessive losses?
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Select

Select

Select

Incomplete

?

?

35.

34.

?

Evidence Action Required

Evidence Action Required

Assurance (40)

To what extent does assurance information cover all significant risks, key controls and their 

effectiveness?

Score

36.
Is an assessment of the performance of the organisation's risk management arrangements reported and 

to what extent is risk information disclosed to stakeholders? 

Is there evidence that staff, particularly managers, are confident with risk and use it to deliver the 

outcomes the organisation wants?

Risk handling Total

Evidence Action Required



Risk Handling and Assurance Total Incomplete

Select

?

37.

Incomplete

Is there a detailed statement, that is independently reviewed, about whether risk management is 

effective and carried out as approved, and is the framework regularly and independently reviewed?

Assurance Total

Evidence Action Required



Outcomes and Delivery Total Incomplete

39.

Contribution to Specific Outcomes Total

Score

Incomplete

Contribution to Specific Outcomes (40)

Is there demonstrable evidence that risk management approaches are having a beneficial effect on how 

risks to the public are being managed?

Evidence Action Required?

Select

Outcomes and Delivery

38.

Risk Management Contribution to Overall Performance Total

Score

Incomplete

Risk Management Contribution to Overall Performance (60)

Is there demonstrable evidence that risk management is contributing to better

- delivery outcomes 

- financial outcomes

- supporting the reputation of the organisation?

Evidence Action Required?
Select
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40. Completing the questionnaire

(a) Input from Departments/Managers

41. Organisational Context

(a) Size of the Organisation

42. Risk Management Work

(a) Placement

(b) Responsibilities

(c) Estimate of Risk Management Resourcing (Staffing)

Head count:  Number of people involved, irrespective of how much time spent (though they must meet the definitions below).

• For this reason it is not easy to produce ideal like-for-like comparisons.  The steering group hope that members will enter into 

the spirit of producing a rough-estimate of resources spent on risk management in the understanding that it will be imperfect.

Briefly describe what responsibilities fall within the risk management function of your organisation (e.g. does it include insurance 

or business continuity responsibilities?).

• The information should however when placed in context of questions (a), (b) and (d) provide information that members may find 

helpful in comparing their own levels of resourcing with other organisations.

• Organisations do not share a common framework or definition for risk management work and the workload when quantified in 

terms of FTE or days is relatively small.

• We only look at direct staff costs as these are the most straightforward costs to quantify/estimate and looking at indirect costs 

would be extremely difficult.

• While all members are strongly encouraged to provide their best estimates, the steering group appreciate that in some cases 

members will not feel comfortable doing so and in such cases can leave the question blank.

FTE - Full Time Equivalent:  Amount of staff time spent on risk management duties, 1 for a full time person working exclusively on 

risk management.  0.5 for either a full time person working half their time on risk management or someone who works entirely on 

risk management, but works only half standard hours.

Estimated Staff Cost:  Your best estimate of the staff cost corresponding to the FTE value.  Direct staff costs only (pay, NI, normal pension 

contributions (excluding back-funding),  value of taxable benefits).

Where does risk management sit within your organisation? (e.g. to whom in the organisation does risk management report and 

which other functions share that reporting line)

Additional Questions

To what extent did you use input from managers/departments in completing this questionnaire? (If you can, please provide 

percentage of time spent with other managers / time spent completing the questionnaire)

How many FTEs were on your organisation's payroll as at 31/03/2015?

(Please exclude school based staff if your organisation is an LEA).
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(i) (ii) (iii)

Formal Risk Management Role

Support Risk Management Role

Staff involved in Risk Management (Total)

Formal Risk Management Role:   Risk Managers, All Staff working for a designated "Risk Management Team"

Support Risk Management Role:   Risk Champions, Members of a Risk Committee, other people with specific risk roles.

Do not include general managers unless they have specific additional risk management responsibilities.

Do not include anyone who spends less than 4 days worth of work per year on risk management work.

N.B. Please exclude work spent on Insurance and Health & Safety

(d) Change in Risk Management Resourcing (Staffing)

(e) Budget

43. Challenges / Successes

(a) Challenges

(b) Successes

44. Training

45. Monitoring Risk Management

Estimated
Staff Cost

(£'k)FTE

Structure at 1/4/2015

What are the biggest challenges you face in risk management?  How are you facing these challenges?

Head 
Count

Does your organisation have a dedicated risk management budget? If yes, how much and what does this cover?

How has the level of resourcing detailed above changed in the last year?

0 0.0 £0 k

What successes or fresh ideas has your organisation been implementing in risk management (exclude insurance)?

What training methods have been most successful for you?

How do you monitor your risk management arrangements (e.g. performance indicators) and what are the most useful? In addition, 

are you using predictive risk indicators (i.e.. do you monitor behaviour to demonstrate the effectiveness of managing risks?), 

measuring successful risk based outcomes or do you measure how well risk management processes work? Please provide us with 

details that we can share with fellow club members.
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46. Top Risks/Opportunities

What are your top 5 Risks/Opportunities

1

2

3

4

5

47. How can we improve the questionnaire for next year?

Please let us know how we can improve the questionnaire for next year. If you feel any particular questions could be better 

worded please provide your alternative suggestions. (The more detail you can provide the easier it is for us to make effective 

improvements).
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